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START A METHOD FOR DISTRIBUTING LIVE MEDIA

500 v

2 A CONSUMER PURCHASES A MOBILE
DIGITAL MEDIA DEVICE THAT IS ENABLED \/5 02
WITH RFID AND WIFI

DOES THE CONSUMER
WANT TO SIGN UP FOR A
ERVICE AGREEMENT?,

504

NO

s O
1

CONSUMER SELECTS A BILLING
OPTION (E.G. MONTHLY, CREDIT |~ 506
CARD, PER SHOW)

J j\508

THE RFID IDENTIFICATION OF THE DEVICE
AND THE BILLING OPTION CHOSEN BY THE CONSUMER AMONG OTHER
PIECES OF INFORMATION ARE INPUT INTO A SALES DATABASFE

Fig.5A.
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- @

THE CONSUMER GOES TO A
MUSIC EVENT AND ENTERS THE \/5 10
VENUE WITH THE DEVICE

\ 4

AN RFID TRANSPONDER
WITHIN THE VENUE \/51 2
QUERIES THE DEVICE

A 4

THE DEVICE RESPONDS TO THE QUERY
WITH ITS RFID IDENTIFICATION AND —\/5 14
DESTINATION MAC ADDRESS

A 4

THE RFID TRANSPONDER SENDS
THE RFID IDENTIFICATION TO THE \/5 16
SALES DATABASE

IS THE RFID 518

IDENTIFICATION VALID?

NO

FINISH
YES

Fig.5B. (#3)
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500 —1
THE METHOD FORWARDS THE 520
DESTINATION MAC ADDRESS TO N\_/
WIFI ACCESS POINTS

4

THE RFID TRANSPONDER SENDS SERVICE SET 522

——»| IDENTIFIER (SSID) AND A SECURITY KEY (E.G., WEP, [\ ,
WPA, AMONG OTHERS) T0 THE DEVICE

v

THE DEVICE USES THE SSID AND THE 524
SECURITY KEY TO SET WIFI SECURITY
SETTINGS FOR WIFI COMMUNICATION

ARE THERE ERRORS
THE RFID
COMMUNICATION?

526

Fig.5C.
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500 1

THE DEVICE BEGINS NETWORK NEGOTIATION WITH WIFI
ACCESS POINTS INCLUDING DYNAMIC HOST CONFIGURATION -/\528
(DHCP) AND DOMAIN NAME SYSTEM (DNS) REGISTRATION

v

THE METHOD OPTIONALLY
INITIATES AN AUTHENTICATION | 530
SYSTEM IF BEING USED

A

THE SALES DATABASE USES THE RFID
IDENTIFICATION TO DETERMINE THE BILLING /\ 532
OPTION CHOSEN BY THE CONSUMER

HAS THE CONSUMER
PAID FOR THE MUSIC
DISTRIBUTION?

534

YES

NO

Fig.5D.
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500

.

DOES THE BILLIN

OPTION ALLOW
PURCHASE ON A PER
SHOW BASIS?

536

NO

FINISH
s (masw

'

A WEB SERVER PUSHES A FORM TO THE /\538
CONSUMER REQUESTING A CHOICE OF PAYING
BY CASH OR BY CREDIT CARD

DID THE CONSUMER 540

SELECT CASH PAYMENT?

Fig.SE.
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500

1 (49

THE WEB SERVER PUSHES A /\ 542
RESPONSE ASKING THE CONSUMER
TO VISIT A VENDOR

A 4

THE VENDOR RECEIVES CASH FROM THE CONSUMER AND /\ 544
ENTERS THE RFID IDENTIFICATION INTO THE SALES DATABASE
TO VALIDATE IT FOR PURCHASING THE PARTICULAR SHOW

THE WEB SERVER PUSHES A FORM /\ 546
ASKING THE CONSUMER TO ENTER
CREDIT CARD INFORMATION

v

THE SALES DATABASE PROCESSES THE /\ 548
CREDIT CARD INFORMATION AND VALIDATES
THE PURCHASE OF THE PARTICULAR SHOW

Fig.5F.
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1 (28)

THE DISTRIBUTION DATABASE IS UPDATED
WITH THE RFID IDENTIFICATION OF THE _/\550
DEVICE

500

A 4

THE DISTRIBUTION
DATABASE WAITS FOR /\5 52
MEDIA TO START

A 4

PERFORMERS AND
INSTRUMENTS ON STAGE ARE|/ 554
CAPTURED BY MICROPHONES

Y

MICROPHONE SIGNALS ARE SENT TO A MIXING CONSOLE WHERE
THEY ARE PROCESSED WITH EQUALIZATION, DYNAMIC CONTROL, \/5 56
AND EFFECTS TO CREATE A STEREO SIGNAL

h 4

THE STEREO SIGNAL IS SENT TO
LOUDSPEAKERS AND A RECORDING \/5 58
SYSTEM

4

THE STEREOQ SIGNAL IS MASTERED BY
THE RECORDING SYSTEM WITH \/560
EQUALIZATION AND DYNAMIC CONTROL

Fig.5G.
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) (49)

THE MASTERED STEREO
SIGNAL IS CONVERTED TO A /\5 62
DIGITAL SIGNAL

v

THE DIGITAL SIGNAL IS
SEPARATED SONG BY SONG /\5 64
INTO AUDIO REGIONS

h 4

AUDIO REGIONS ARE ENCODED
INTO A SUITABLE COMPRESSED |/ 566
DIGITAL AUDIO FORMAT

A 4

OPTIONALLY, DIGITAL
RIGHT MANAGEMENT IS ‘/\568
ENCODED IF USED

A

THE COMPRESSED AUDIO SONGS ARE
SAVED TO THE DISTRIBUTION DATABASE |/ 570
ALONG WITH THEIR ID3 TAGS

A 4

THE DISTRIBUTION DATABASE BEGINS DISTRIBUTION
OF THE COMPRESSED AUDIO SONGS TO DEVICES IN |/ 572
THE VENUE VIA THE WIFI ACCESS POINTS

D

Fig.5H.
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5007 @

CYCLIC REDUNDANCY
CHECK (CRC) CHECKSUM IS |/,
ENABLED

v

THE DEVICE RECEIVES THE
COMPRESSED AUDIO SONGS, THE |/ 76
ID3 TAGS, AND THE CRC CHECKSUM

DOES THE CRC
CHECKSUM MATCH?

578

NO

'

THE DEVICE DISCARDS THE SONG
FOR WHICH THE CRC CHECKSUM |/ 530
DOES NOT MATCH

\ 4

THE PROBLEM IS COMMUNICATED AND THE
YES DISTRIBUTION DATABASE MARKS SONGS THAT /\5 $2
WERE NOT DOWNLOADED SUCCESSFULLY

Fig.5I. (411
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DISTRIBUTING LIVE PERFORMANCES

FIELD OF THE INVENTION

The present invention relates generally to media distribu-
tion, and more particularly, to distributing live media, such as
music or lectures, to registered members of the audience
within a venue.

BACKGROUND OF THE INVENTION

Country music is derived from or imitates the folk style of
the southern U.S. or of the Western cowboy. Folk songs, on
which country music is based, are traditional songs that are
typically characterized by stanzaic form, refrain, and simplic-
ity of melody. Blues are songs of lamentation usually char-
acterized by 12-bar phrases and 3-line stanzas in which the
words of the second line usually repeat those of the first, as
well as the continual occurrence of blue notes in melody and
harmony. Rock often incorporates elements of country, folk,
and blues to compose popular music usually played on elec-
tronically amplified instruments and characterized by a
heavily accented beat and much repetition of simple phrases.

There are many music venues, such as the gentle green
slope of a city’s park, a sports stadium, or a smoky bar, in
which music from these genres is performed live before an
audience. Unlike a studio where quality audio recordings can
be properly made, often these live performances are recorded
by a fan’s tape recorder, which bootleg recording is typically
of poor condition and illegal. Even if these live performances
were recorded by better instruments, however, they would
typically not be immediately available for members of the
audience to legally purchase and pick up. Often, it takes days
after a live performance for which members of the audience
have ordered the music for a compact disc to arrive in the
mail. However, FIG. 1 illustrates an instance 100 where
recordings of live performances can be made available after
only 20 to 30 minutes to members of the audience.

While a live performance is given at the music venue 102,
one or more microphones placed at the music venue transmit
the speech and music from the live performance to atruck 106
or other facilities within proximity to the music venue 102.
There are recording devices on the truck 106 or other facilities
to record the speech and music as picked up by the micro-
phones. The speech and music are burned onto a compact disc
108, which is an optical storage medium for digital data,
usually audio.

Today many people are downloading music in digital form
to their computer over the Internet using popular Web sites,
such as iTunes® from Apple Computer, Inc. The major prob-
lem with the Internet is the difficulty of ensuring that only
authorized individuals are allowed to download music. With-
out resolution to the problem of obtaining high quality media
from live performances, such as music, that can be taken away
as a memento of the experience, users may resort to tape
recording live performances without authorization and orga-
nizations may forgo digital media distribution, causing
demand for legal copies to diminish in the marketplace. Thus,
there is a need for a system, method, and computer-readable
medium for distributing live performances while avoiding or
reducing the foregoing and other problems associated with
existing systems.

SUMMARY OF THE INVENTION

In accordance with this invention, a system and method for
distributing music is provided. The system form of the inven-
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tion includes a system for digitally distributing live perfor-
mances, which comprises a mobile digital media device
capable of emitting radio frequency identification informa-
tion and communicating over a wireless local area network.
The system further comprises a live music distribution system
for distributing live performances to the mobile digital media
device over the wireless local area network when the presence
of'the mobile digital media device is detected by the emitted
radio frequency identification information and the mobile
digital media device is registered to receive the distribution of
live performances at a venue. The live performances include
music, a lecture, an audio drama, or a speech. The live music
distribution system includes a mixing board for processing
sounds collected from the venue for optimizing the reproduc-
tion of sounds. The live music distribution system includes a
music codec for transforming the sounds into a media format
that is acceptable to the mobile digital media device. The live
music distribution system includes a database for storing a
registration of the mobile digital media device, the registra-
tion allowing the mobile digital media device to receive the
distribution of live performances at the venue.

In accordance with further aspects of this invention,
another system form of the invention includes a system for
digitally distributing live performances. The system com-
prises means for storing live performances, emitting radio
frequency identification information and communicating
over a wireless local area network. The system further com-
prises a means for distributing live performances to the means
for storing live performances over the wireless local area
network when the presence of the means for storing live
performances is detected by the emitted radio frequency iden-
tification information and the means for storing live perfor-
mances is registered to receive the distribution of live perfor-
mances at a venue. Live performances include music or a
lecture. The means for distributing live performances
includes a means for processing sounds collected from the
venue for optimizing the reproduction of sounds. The means
for distributing live performances includes means for trans-
forming the sounds into a media format that is acceptable to
the mobile digital media device. The means for distributing
live performances includes means for storing a registration of
the mobile digital media device, the registration allowing the
mobile digital media device to receive the distribution of live
performances at the venue.

In accordance with further aspects of this invention, a
method form of the invention includes a method for distrib-
uting live performances, which comprises registering a
mobile digital media device before a live performance at a
venue. The act of registering includes interrogating the
mobile digital media device for its radio frequency identifi-
cation serial number. The method further includes detecting
the presence of the mobile digital media device at the venue
by detecting the emission of the radio frequency identifica-
tion serial number of the mobile digital media device. The
method also includes distributing the live performance to the
mobile digital media device via a wireless local area network
at the venue if the radio frequency identification serial num-
ber of the mobile digital media device matches and is regis-
tered by the act of registering. The act of registering option-
ally includes interrogating the mobile digital media device to
determine a public key of the mobile digital media device for
encryption. The act of registering includes inputting a wired
equivalent privacy key for decryption of the distribution of the
live performance. The act of detecting optionally includes
encrypting a wired equivalent privacy key with a public key of
the mobile digital media device and sending the encrypted
wired equivalent privacy key to the mobile digital media
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device for decryption. The act of distributing includes distrib-
uting over a Web site when the mobile digital media device
fails to receive the distribution of the live performance over
the wireless local area network at the venue.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing aspects and many of the attendant advan-
tages of this invention will become more readily appreciated
as the same become better understood by reference to the
following detailed description, when taken in conjunction
with the accompanying drawings, wherein:

FIG.11is ablock diagram illustrating a conventional system
for distributing recorded live performances on a compact
disc;

FIG. 2 is a block diagram illustrating an exemplary elec-
tronic retail system that incorporates an exemplary live media
distribution system;

FIG. 3 is a block diagram illustrating an exemplary live
media distribution system that incorporates an authentication
process to deliver live performances to registered users’
mobile digital media devices;

FIG. 4 is a block diagram illustrating exemplary compo-
nents of a mobile digital media device; and

FIGS. 5A-] are process diagrams illustrating a method for
distributing live media in accordance with one embodiment
of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT

Various embodiments of the present invention provide an
electronic retail system for the distribution of live perfor-
mances to mobile digital media devices, such as a cellular
phone or an Apple iPod, using suitable distribution technolo-
gies, such as radio frequency identification (RFID) technol-
ogy and wireless local area access protocol. Various embodi-
ments of the present invention suitably allow the distribution
of live performances automatically by subscription services;
pre-purchase services; or user-triggered events, such as a
button click. A transaction between a member of the audience
having a mobile digital media device and the music venue is
possible using various embodiments of the present invention.
Prior to the distribution of live performances to mobile digital
media devices of members of the audience at a venue, iden-
tities of certain members of the audience who are allowed to
receive the distribution are authenticated by various embodi-
ments of the present invention. This can be accomplished
without the user interactions.

Prior to a live performance, a member of the audience can
enter into a service agreement at the time of purchasing the
mobile digital media device or much later with a vendor at the
venue to obtain the right to receive distribution of the particu-
lar live performance. The vendor registers the member of the
audience in a sales database. The member of the audience
enters the music venue to enjoy the live performance. During
the performance, music is picked up by microphones and is
sent as media to the mixing board which processes the music
to optimize its reproduction through loudspeakers at the
music venue and for mobile digital media devices. The opti-
mized music is sent to a music codec where the music is
transformed into a desired format. In a hardware form, the
music codec can be a dedicated computing machine or a card
residing in a computing machine. In a software form, the
music codec is a piece of software running on a computing
machine, such as a personal computer. One suitable example
of the software form of the music codec includes converting
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a song on a CD into an MP3 media file. Preferably, digital
audio signal is sent to an audio PCI card on a computing
machine, such as a personal computer, and the digital audio
signal is broken into regions and is encoded using a suitable
encoding software, such as Windows Media Encoder. The
music codec uses one or more access points to broadcast or
unicast the music to a mobile digital media device that is
registered and therefore is authorized to receive the music.
Prior to receiving, the mobile digital media device is authen-
ticated by replying to an RFID query from one or more RFID
transponders. The mobile digital media device is authenti-
cated if it is registered with the sales database. If the mobile
digital media device is registered, a secure key is sent to the
mobile digital media device. The mobile digital media device
uses the secure key to decrypt music being broadcasted or
unicasted to obtain the distribution of the live performance in
the venue.

An exemplary electronic system 200, as shown in FIG. 2,
shows that concertgoers 202 approach a vendor 204 to obtain
pre-purchase services or to sign up for subscription services
for obtaining a distribution of live performances at a music
venue 208. This can be obviated if the concertgoers 202 have
already executed a service agreement previously, such as at
the time the concertgoers 202 purchase the mobile digital
media device. The concertgoers 202 may provide to the ven-
dor 204 their tickets as proof of their ability to gain entry to the
music venue 208. If the concertgoers 202 also desire to pur-
chase the distribution of live performances at the music venue
208, the concertgoers 202 complete their financial transac-
tions with the vendor 204 to obtain the distribution of live
performances. The concertgoers 202 also can specify the data
format in which the live performances are to be distributed to
them.

The vendor 204 can be a person or a machine, in accor-
dance with various embodiments of the present invention.
When the vendor 204 is embodied as a person, preferably the
vendor 204 is available within proximity to the music venue
208 where the concertgoers 202 can walk up to the vendor
204 to complete financial transactions to enable the concert-
goers 202 to receive the distribution of live performances. For
example, the concertgoers 202 may provide cash or a credit
card to the vendor 204 as payment for the activation of the
ability to receive a distribution of live performances within
the music venue 208. When the vendor 204 is embodied as a
machine, preferably the vendor 204 is a kiosk or other com-
puting device with user interface screens that enables the
concertgoers 202 to specify their desire to receive the distri-
bution of live performances and to specify methods of pay-
ment for the distribution of live performances. When payment
is duly received from the concertgoers 202, the vendor 204
registers the concertgoers 202 with the live music distribution
system 210. The concertgoers 202 then join the audience 206
to enjoy the live performance given at the music venue 208.

As shown at FIG. 3, microphones (not shown) are placed
throughout a music venue 302 to transmit sounds generated
on stage from the live performance occurring at the music
venue 302. These sounds are sent to a mixing board 306 for
clarification, optimization, and amplification before they are
reproduced by the loudspeakers at the music venue 302. The
operator at the mixing board 306 processes these sounds to
create a stereo image for the audience. The operator may opt
to master the sounds by performing dynamic control or equal-
ization on the sounds to make it more friendly for both the
music venue 302 and the mobile digital media device 310. In
various embodiments of the present invention, the output
coming from the mixing board 306 is not only directed to the
loudspeakers but the output is also directed to a music codec
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312. In other words, the microphones are used for both the
loudspeakers in the venue but also for the recording process.
Preferably, the sound processing for the loudspeakers is sepa-
rate from the sound processing for the mobile digital media
device 310. As would be appreciated by one skilled in the art,
it is possible to have a completely different split of the micro-
phone signals going to a separate console and processing for
the recordings. Some embodiments of the present invention
include a separate stereo feed coming from a console that is
mixing for the loudspeakers but the dynamic control and
equalization on that stereo signal is separate from the signals
being sent to the loudspeakers.

The music codec 312 may be configured as a card for
insertion into a slot in a personal computer or it can be a
standalone unit mountable on a rack. The music codec 312
converts the output of the microphones into any suitable
media formats as specified by the registration stored in a
database 304. One suitable media format includes MPEG
Audio Layer-3 (“MP3”), a digital audio coding scheme used
in distributing recorded music over the Internet. MP3 shrinks
the size of an audio file by a factor of 10 to 12 without
seriously degrading the quality (CD-recording level) of the
sound. MP3 files are given the file extension .mp3.

After the music codec 312 has transformed the output of
the mixing board 306 into a media format suitable for a
mobile digital media device 310 of a registered member of the
audience, the digitized live performances are sent to one or
more Wi-Fi access points and RFID transponders 308 where
the digitized live performances are broadcast or unicast to one
or more mobile digital media devices held by members of the
audience at the music venue 302. Wi-Fiis awireless local area
network protocol 802.11b as specified by the Institute of
Electrical and Electronic Engineers (IEEE). This wireless
local area network protocol allows secure high-speed wire-
less network access and mobile access to a network infra-
structure, such as that at the music venue 302. Until the
adoption of Wi-Fi, in order to obtain high-speed network
access to a local area network, the networked client needed to
be physically connected to the local area network with some
type of wiring. RFID is a generic term for technologies that
use radio waves to automatically identify mobile digital
media devices in the music venue 302. There are several
methods of identification, but a preferred method is to store a
serial number, which identifies a particular mobile digital
media device, on a microchip.

It is preferred that prior to broadcast or unicast by Wi-Fi
access points and RFID transponders 308, one or more Wi-Fi
access points and RFID transponders 308 detect the presence
of'the mobile digital media device 310. This detection occurs
when the mobile digital media device 310 responds to a query
of the RFID transponders 308. A sales database 304 can be
consulted by the RFID transponders 308 to authenticate that
the mobile digital media device 310 is allowed to receive
distribution of live performances at the music venue 302. The
sales database 304 preferably receives registration informa-
tion from the concertgoers 202 or the vendor 204 prior to the
live performance at the music venue 302. The sales database
304 receives a unique identification of the mobile digital
media device 310 and verifies that the mobile digital media
device 310 is registered for receiving recordings of live per-
formances at the music venue 302. It is preferred that the
mobile digital media device 310 has suitable wireless net-
working capability to receive media distribution from a dis-
tribution database 314 via one or more Wi-Fi access points
308 at the music venue. One suitable wireless networking
protocol that the mobile digital media device 310 can comply
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with is IEEE 802.11b or 802.11g. Other suitable wireless
networking protocols are possible.

FIG. 4 illustrates in greater detail the mobile digital media
device 310. There are many hardware and software compo-
nents that comprise the mobile digital media device 310.
These components include CPU, memory, and storage com-
ponents 406. The CPU is the central processing unit and
provides the computational and control functionality of a
computer. Memory is a device where information can be
stored and retrieved and preferably includes flash upgrade-
able nonvolatile random access memory to store an operating
system, applications, play lists, and so on. Storage is a device
on which information can be kept and includes disc drives or
external storage media to save downloads. It may include not
only an internal hard drive, but removable media such as a
compact flash card or memory stick. The mobile digital media
device 310 includes LCD screen, keypad, and antenna com-
ponents 404. The LCD screen is used to display a graphical
user interface for consumer interaction. The keypad is pref-
erably an alpha-numeric keypad and allows the consumer to
provide input. The antenna is provided for Wi-Fi and RFID
communications. One or more USB ports and power compo-
nents 402 are also available with the mobile digital media
device 310. The USB port is used to transfer data to and from
the mobile digital media device 310 to other devices, such as
a personal computer. The power interface allows the mobile
digital media device 310 to refresh the battery level and allow
a connection to an external power source. An RFID compo-
nent 408 is also available, which contains a unique serial
number that acts as an RFID identification for the mobile
digital media device 310 and additionally provides reading
and writing capabilities for storing data and modifying the
data. An audio component 410 allows media, such as music,
to be played back for reproducing recorded sound. Authenti-
cation and security is optionally provided by an optional
encrypt and authenticate component 412. The mobile digital
mediadevice 310 includes a Wi-Fi component 420 that allows
wireless networking capabilities for data transfer. Various
standards are available for wireless networking, such as
802.11a, b, or g, among others. An API component 416 pro-
vides a set of application programming interfaces for inter-
acting with the Wi-Fi component 420, the RFID component
408, and the encrypt and authenticate component 412, as well
as the audio component 410, and so on. The mobile digital
media device 310 also includes an embedded operating sys-
tem 414 which is essentially software that controls the allo-
cation and usage of hardware resources, such as the CPU,
memory, and storage component 406, among other compo-
nents. The operating system is the foundation software on
which applications 418 depend to access various components
414-420 of the mobile digital media device 310 and for com-
munication external to the device.

Applications 418 interact with the Wi-Fi component 420,
the RFID component 408, and the encrypt and authenticate
component 412 to receive a media download. The RFID
component 408 allows the mobile digital media device 310 to
uniquely identify itself externally, and the RFID component
408 additionally is capable of receiving Wi-Fi networking
security settings to ensure the safe receipt of media down-
loads. The security settings include the destination MAC
address of the mobile digital media device 310, Wi-Fi SSID,
and Wi-Fi encryption key such as WEP or WPA. The MAC
address is part of a MAC frame of a wireless local area
network protocol, such as IEEE 802.11g, which indicates,
among other things, the destination address of the mobile
digital media device 310 which is allowed to receive frames
of distribution of live media.
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Digressing, Although it is possible for a music venue in
which the mobile digital media device 310 operates has a
wireless local area network, it is likely that a third party
service provider may need to bring into the music venue
equipment necessary to distribute the music over the wireless
local area network, which has been configured to include
several main components: instances of mobile digital media
device 310 acting as stations, wireless access points, RFID
transponders, basic service sets, and a distribution system. A
basic service set is a wireless network, consisting of a single
wireless access point supporting one or more mobile digital
media devices. The mobile digital media devices communi-
cate through the access points or the RFID transponders. The
access point provides connectivity to the wired local area
network, whereas the RFID transponders allow connectivity
to the RFID component 408. The access points of multiple
basic service sets are interconnected by the distribution sys-
tem. This allows members of the audience to move about
because the mobile digital media devices can move from one
basic service set to another basic service set while maintain-
ing communication.

It is preferred that various embodiments of the present
invention use the infrastructure mode of the wireless local
area network protocol. The infrastructure mode defines a
service set identifier (SSID), also known as the wireless net-
work name, which identifies the wireless network. The SSID
is a name configured on the wireless access point that identi-
fies the wireless network. In infrastructure mode, a mobile
digital media device uses a wireless access point to access the
resources of a traditionally wired network on which a sales
database or a distribution database are coupled. Among the
address information that is contained in the MAC frame is the
BSS identifier or BSSID. The BSSID uniquely identifies each
basic service set operating at a music venue. The BSSID is
typically the MAC address of the access point used in various
embodiments of the present invention. The WEP key is also
known as a wired equivalent privacy key which provides data
confidentiality services by encrypting the data sent between
wireless nodes. In the MAC frame there is a field to indicate
whether a WEP key is used and thereby a determination of
whether encryption and authentication is used by the MAC
frame. In other words, a WEP key is used to provide data
confidentiality services by encrypting the data sent between
wireless nodes. Setting a WEP flag in the MAC header of the
MAC frame indicates that a frame is encrypted with WEP
encryption. WEP provides data integrity by including an
integrity check value in the encrypted portion of the wireless
frame. Itis preferred that either the multicast/global WEP key
is used to protect multicast and broadcast traffic from a wire-
less access point to all of the mobile digital media devices or
for a unicast session WEP key to protect unicast traffic
between a mobile digital media device and a wireless access
point.

An alternative to the WEP key is the Wi-Fi protected access
(WPA) standard, which is interim until IEEE 802.11i is rati-
fied. These standards can supplant the use of the WEP key to
obtain alternative methods of data encryption and network
authentication.

FIGS. 5A-5] illustrate a process 500 for distributing live
media, such as music. From a start block, the process 500
proceeds to block 502 where a consumer purchases a mobile
digital media device that is enabled with RFID and Wi-Fi. The
mobile digital media device can be found at a retail outlet or
at a vendor operating at a show. Next, a test is performed to
determine whether the consumer wants to sign up for a ser-
vice agreement. See decision block 504. The service agree-
ment is a contract that obligates the consumer to pay for live
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media downloading services. The service agreement can be
established at the time of purchase of the mobile digital media
device. It can also be established by a vendor at a show or at
an appropriate Internet Web site. If the answer to the test at
decision block 504 is no, the method 500 continues to another
continuation terminal (“terminal A1”). If the answer to the
test at decision block 504 is yes, the customer selects a billing
option. See block 506. There are several billing options avail-
able. The consumer can choose a monthly billing plan in
which an invoice will be sent to the consumer. Another billing
option is for the consumer to provide credit card information,
which s stored on the sales database. These two options allow
the consumer to easily purchase live performance media from
a show at a particular venue. Another billing option is for the
consumer to provide credit card information at the time of the
live performance at a particular venue. For this particular
billing option, credit card information is entered into the
mobile digital media device by the consumer and is commu-
nicated to the sales database via the wireless local area net-
work through one or more Wi-Fi access points. Another bill-
ing option is for the user to purchase media of each live
performance individually on a cash basis. In this case, when
the consumer is at a venue enjoying a live performance, the
mobile digital media device can direct the consumer to talk to
a vendor at the venue for a payment transaction. The vendor
would typically get the RFID identification of the mobile
digital media device and communicate the information to the
sales database so as to allow the consumer to begin receiving
media of the live performance at the venue. Next, at block
508, the RFID identification of the mobile digital media
device and the billing option chosen by the consumer, among
other pieces of information, are input into a sales database.
The method 500 then continues to terminal Al.

From terminal A1 (FIG. 5B), the consumer goes to a music
event and enters the venue with the mobile digital media
device. See block 510. Next, at block 512, an RFID transpon-
der within the venue queries the mobile digital media device.
If the mobile digital media device is not powered up, prefer-
ably the RFID chip within the device wakes the device for
responding to the queries from the RFID transponder. The
device responds to the query with its RFID identification and
destination MAC address. See block 514. Next, at block 516,
the RFID transponder sends the RFID identification to the
sales database. The RFID transponder constantly monitors
for RFID devices and it also actively listens for replies to its
queries. A test is performed at decision block 518 to deter-
mine whether the RFID identification in the sales database is
valid. If the answer to the test at decision block 518 is no (in
other words, the RFID identification is not among the identi-
fications of mobile digital media devices registered to receive
a download of the live performance), the method terminates
execution and no further RFID communications with the
mobile digital media device will occur. If the answer to the
test at decision block 518 is yes (in other words, the mobile
digital media device is registered and it is authorized to
receive a download of a live performance), the method 500
continues to another continuation terminal (“terminal A3”).

From terminal A3 (FIG. 5C), the method forwards the
destination MAC address to Wi-Fi access points. See block
520. The Wi-Fi access points store the destination MAC
address of the mobile digital media device for subsequent
communication. Next, at block 522, the RFID transponder
sends a service set identifier (SSID) and a security key (such
as WEP, or WPA, among others) to the mobile digital media
device. The method 500 then continues to block 524 where
the mobile digital media device uses the SSID and the secu-
rity key to set Wi-Fi security settings for Wi-Fi communica-
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tion. At decision block 526, a test is performed to determine
whether there were any errors in the RFID communication. If
the answer to the test at decision block 526 is yes, the method
500 loops back to block 522 where the above-identified pro-
cessing steps are repeated. Otherwise, if the answer to the test
at decision block 526 is no, the method 500 continues to
another continuation terminal (“terminal A4™).

From terminal A4 (FIG. 5D), the mobile digital media
device begins network negotiation with Wi-Fi access points
including dynamic host configuration (DHCP) and domain
name system (DNS) registration. See block 528. Next, at
block 530, the method optionally initiates an authentication
system being used. The sales database uses the RFID identi-
fication as a key to determine the billing option chosen by the
consumer. A test is performed at decision block 534 to deter-
mine whether the consumer has paid for the music distribu-
tion of the live performance. If the answer to the test at
decision block 534 is no, the method 500 proceeds to another
continuation terminal (“terminal A5”). Otherwise, if the
answer to the test at decision block 534 is yes, the method
proceeds to also another continuation terminal (“terminal
A8”). The sales database communicates with the mobile digi-
tal media device through a centralized Web server. The Web
server provides Web pages acting as a user interface for the
consumer to interact with to confirm music selection or pay-
ment information. For example, if the consumer has previ-
ously agreed to provide credit card information or monthly
billing plan, the sales database through the Web server pre-
sents a screen for the user to indicate that the consumer
desires to download the music distribution for the particular
live performance that is occurring at a venue.

From terminal A5 (FIG. 5E), the method 500 proceeds to a
test performed at decision block 536 to determine whether the
billing option allows purchase by the consumer on a per show
basis. If the answer is no to the test at decision block 536, the
method terminates execution. Otherwise, if the answer to the
test at decision block 536 is yes, at block 538, a Web server
pushes a form or other tag-based pages to the consumer’s
mobile digital media device requesting a choice of paying by
cash or by credit card. A test is performed at decision block
540 to determine whether the consumer selected a cash pay-
ment. [fthe answer to the test at decision block 540 is yes, the
method proceeds to another continuation terminal (“terminal
A6”). If the answer to the test at decision block 540 is no,
however, the method 500 proceeds to another continuation
terminal (“terminal A7”).

From terminal A6 (FIG. 5F), the Web server pushes a
response in the form of a Web page asking the consumer to
visit a vendor within proximity to the venue. See block 542.
Next, at block 544, the vendor receives cash from the con-
sumer and enters the RFID identification of the mobile digital
media device of the consumer into the sales database so as to
validate it for purchasing media of the particular show being
performed at the venue. The method 500 then continues to
terminal A8.

From terminal A7 (FIG. 5F), the method proceeds to block
546, where the Web server pushes a form created from a
tag-based language, such as HTML or XML, asking the con-
sumer to enter credit card information. Sensitive financial
information provided to various embodiments of the present
invention can be securely communicated via suitable means
of encryption. One suitable means includes secure socket
layers (SSL), which is a protocol developed to ensure security
and privacy in Internet communications. The method 500
then continues to block 548 where the sales database pro-
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cesses the credit card information and validates the purchase
of the media for a particular show. The method 500 then
continues to terminal A8.

From terminal A8 (FIG. 5G), the method 500 proceeds to
block 550 where the distribution database is updated with the
RFID identification of the mobile digital media device to
indicate that it can receive music distribution. Next, at block
552, the distribution database waits for the media to become
available. In other words, the distribution database waits until
there are recorded media in the database for it to distribute to
the mobile digital media device, and then it distributes the
media as the performance occurs. Performers and instru-
ments on stage are captured by microphones. Microphone
signals are sent to a mixing console where they are processed
with equalization, dynamic control, and other effects to create
a stereo signal. See block 556. At block 558, the stereo signal
is sent to loudspeakers in a recording system. The loudspeak-
ers reproduce a sound for the members of the audience to
enjoy at the venue. The recording system is one among a
number of components for processing the stereo signal for
distribution to the mobile digital media device. The stereo
signal is mastered by the recording system with equalization
and dynamic control at block 560. The method 500 then
proceeds to another continuation terminal (terminal A9).

From terminal A9 (FIG. 5H), the method 500 proceeds to
block 562 where the mastered stereo signal is converted to a
digital signal. Next, at block 564, the digital signal is sepa-
rated song-by-song into audio regions. The audio regions are
encoded into a suitable compressed digital audio format. See
block 566. Optionally, at block 568, digital rights manage-
ment can be encoded into the compressed audio if used. At
block 570, the compressed audio songs are saved to the dis-
tribution database along with metadata (e.g., ID3 tags). Some
metadata includes the name of the song, the artist, the com-
poser, and so on. The method 500 proceeds to block 572
where the distribution database begins distributing the com-
pressed audio songs to the mobile digital media device in the
venue via one or more Wi-Fi access points. The method 500
continues at another continuation terminal (“terminal A10”).

From terminal A10 (FIG. 5I), cyclic redundancy check
(CRC) check sum is enabled. See block 574. At block 576, the
mobile digital media device receives the compressed audio
songs, the metadata, and the CRC check sum. A test is per-
formed at decision block 578 to determine whether the CRC
check sum matches. If the answer is yes to the test at decision
block 578, the method 500 continues to another continuation
terminal (“terminal A11”). If the answer to the test at decision
block 578 is no, the method 500 proceeds to block 580 where
the mobile digital media device discards the song for which
the CRC check sum does not match. At block 582, the prob-
lem is communicated with the distribution database and the
distribution database marks songs that were not downloaded
successfully. The method 500 then continues to terminal A11.

From terminal A11 (FIG. 5J), the live performance is fin-
ished. See block 584. At block 586, the distribution database
sends the final check sum to the mobile digital media device.
A test is performed at decision block 588 to determine
whether the final CRC check sum matches. If the answer is no
to the test at decision block 588, the problem is communi-
cated to the distribution database and the distribution data-
base marks that none of the songs were successfully down-
loaded to the mobile digital media device. See block 590. The
consumer can subsequently go to a particular Web site for
final media retrieval given the problem of downloading at the
venue. The method then terminates execution. If the answer to
the test at decision block 588 is yes, the method 500 continues
to block 592 where the Wi-Fi information (such as SSID,
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WEP, or WPA key) is removed and the connection to the
wireless local area network is terminated. The method 500
then terminates execution.

There are at least four layers of communication used by
various embodiments of the present invention. The first layer
includes RFID communication which initiates the distribu-
tion of live performance by validating a unique identifier
connected with the mobile digital media device and negoti-
ates initial Wi-Fi security settings between the mobile digital
media device and the music distribution system. The second
layer is a Wi-Fi communication layer to support subsequent
data transport or downloading of songs or other media to the
mobile digital media device. The Wi-Fi communication
occurs through TCP/IP, and radio frequency security mea-
sures such as using the Wi-Fi SSID, the WEP key or the WPA
key. The third layer is entirely optional and is the authentica-
tion layer that could be based on a PKI model, IP SEC for file
encryption or digital signatures, and so on. The fourth layer
includes the application layer which provides a Web interface
to the Web server for financial transactions and media stream-
ing. The use of SSL ensures security for transport of data
between the Web server, the sales database, the distribution
database, and the mobile digital media device, such as finan-
cial information, and credit card information.

While the preferred embodiment of the invention has been
illustrated and described, it will be appreciated that various
changes can be made therein without departing from the spirit
and scope of the invention. For example, a lecture is consid-
ered to be a live performance that can be distributed by vari-
ous embodiments of the present invention. In other words, the
term “live performance” includes any public presentation in
which audio can be recorded and distributed contemporane-
ously to a mobile digital media device via a wireless local area
network.

The embodiments of the invention in which an exclusive
property or privilege is claimed are defined as follows:

1. A live music distribution system, comprising:

a mobile digital media device which includes an RFID
component which emits an RFID serial number and
receives networking security settings, the mobile digital
media device further including a wireless networking
component which communicates over a wireless local
area network;

A mixing board processing sounds collected from a venue
where live performances are being carried out;

a music codec stored on a computer-readable medium,
which computer-executable instructions being actable
for transforming the sounds into a media format that is
acceptable to the mobile digital media device;

A database storing a registration of the mobile digital
media device, the registration allowing the mobile
device to receive the distribution of live performances at
a venue where live performances are being carried out;

At least a hardware component distributing live perfor-
mances to the mobile digital media device over the wire-
less local area network when the presence of the mobile
digital media device is detected by the emitted RFID
serial number and the mobile digital media device is
registered to receive the distribution of live perfor-
mances at a venue where live performances are being
carried out.

2. The system of claim 1, wherein live performances

include music or a lecture.
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3. A system for digitally distributing live performances,
comprising:

means for storing live performances, emitting an RFID

serial number and communicating over a wireless local
area network; and

means for distributing live performances to the means for

storing live performances at a venue where live perfor-
mances are being carried out over the wireless local area
network when the presence of the means for storing live
performances is detected by the emitted RFID serial
number and the means for storing live performances is
registered to receive the distribution of live perfor-
mances at the venue where live performances are being
carried out.

4. The system of claim 3, wherein live performances
include music or a lecture.

5. The system of claim 3, wherein the means for distribut-
ing live performances includes a means for processing sounds
collected from the venue for optimizing the reproduction of
sounds.

6. The system of claim 3, wherein the means for distribut-
ing live performances includes means for transforming the
sounds into a media format that is acceptable to the mobile
digital media device.

7. The system of claim 3, wherein the means for distribut-
ing live performances includes means for storing a registra-
tion of the mobile digital media device, the registration allow-
ing the mobile digital media device to receive the distribution
of live performances at the venue.

8. A method for distributing live performances, compris-
ing:

registering a mobile digital media device before a live

performance at a venue, the act of registering including
interrogating the mobile digital media device for its
radio frequency identification serial number;

detecting the presence of the mobile digital media device at

the venue by detecting the emission of the radio fre-
quency identification serial number of the mobile digital
media device; and

distributing the live performance to the mobile digital

media device via a wireless local area network at the
venue, if the radio frequency identification serial num-
ber of the mobile digital media device matches and is
registered by the act of registering.

9. The method of claim 8, wherein the act of registering
includes interrogating the mobile digital media device to
determine a public key of the mobile digital media device for
encryption.

10. The method of claim 8, wherein the act of registering
includes inputting a wired equivalent privacy key for decryp-
tion of the distribution of the live performance.

11. The method of claim 8, wherein the act of detecting
includes encrypting a wired equivalent privacy key with a
public key of the mobile digital media device and sending the
encrypted wired equivalent privacy key to the mobile digital
media device for decryption.

12. The method of claim 8, wherein the act of distributing
includes distributing over a Web site when the mobile digital
media device fails to receive the distribution of the live per-
formance over the wireless local area network at the venue.

13. A computer-readable medium having computer-ex-
ecutable instructions stored thereon for implementing a
method for distributing live performances, comprising:

priorto receiving a media distribution, replying to an RFID

query from one or more RFID transponders at a venue by
an RFID chip on a mobile digital media device; and
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sending a secure key via the RFID chip to the mobile digital
media device to decrypt the media distribution sent over
a wireless local area network to obtain the distribution of
live performances at the venue where live performances
are being carried out.

14. The computer-readable medium of claim 13, further
comprising waking the mobile digital media device for
responding to the RFID query from the one or more RFID
transponders if the mobile digital media device is not pow-
ered up.

14

15. The computer-readable medium of claim 13, wherein
sending a secure key includes sending a service set identifier
to the mobile digital device so as to set security settings for
communication.

16. The computer-readable medium of claim 15, wherein
replying includes validating a unique identifier connected
with the mobile digital media device.

17. The computer-readable medium of claim 15, further
comprising identifying the mobile digital media device by a

10 serial number stored on the mobile digital media device.

#* #* #* #* #*
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